The Lithuanian National Defence Volunteer Forces and U.S. Special Operations Forces
participate in exercise Saber Junction 2018 at the Joint Multinational Readiness Center
in Hohenfels, Germany, on 8 September 2018. The two forces train to conduct irregular
warfare in enemy occupied territory. U.S. ARMY PHOTO BY SGT. KAREN SAMPSON

Over time a metaphorical critical mass constructed of global irregular warfare (IW)
actors, state and non-state, has developed. The core is now active and exists within
an enabling contemporary environmental structure. State warfare hegemony has
decreased conventional competition and increased asymmetrical strategies. The
result of this has been the emergence of IW as a prominent strategy and a self-
propagating chain reaction of IW activity. This activity is releasing increasingly dan-
gerous levels of destabilizing effect. This monograph reviews IW theory and history,
and describes the contemporary operational paradigm. It analyzes the effect of
cumulative IW activity and discusses prescriptive approaches to the problem. It
concludes that, if stability is an objective, then counter-IW must be holistically
undertaken with strategies to reduce conventional warfare competition. IW must
not be casually used as a convenient outlet for competition below the threshold
of war, the potential damage of unlimited IW will be significant and lasting.
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Foreword

The euphemism of “tickling the dragon’s tail”—referring to the practice
in nuclear experimentation of “teasing” a plutonium core toward criti-
cal mass—is used by Lieutenant Colonel Ned Marsh to explain the idea that
the ongoing development of an irregular warfare (IW) critical mass will
produce such an uncontrollable chain reaction that the result will be social
disruption and instability, adversely affecting peace and security to such a
degree that the international order could be irrevocably altered.

A graduate of both the Naval Postgraduate School and the U.S. Army’s
School of Advanced Military Studies (SAMS), Marsh ofters the reader an
interesting take on the problem of IW—a mode of conflict as old as civili-
zation itself. While certainly not the first to offer us a look at the subject of
IW, Marsh’s insightful analysis uses the lens of “I'W power diffusion” to shed
light on what the effects of an IW critical reaction might be. Moreover, he
uses the idea of an IW “demon core” as a metaphor to describe the danger
associated with the contemporary and prolific use of IW as a tactic and
strategy of global state and non-state actors. This core mass of actors exists
within an operating environment that Marsh characterizes as “enabling,”
and is composed of such structural factors as globalization, complexity,
expanding populations, and the information age. This is only compounded,
Marsh argues, by state nuclear and conventional warfare hegemony that has
increased asymmetry and decreased the ability of actors to compete conven-
tionally. The result, Marsh concludes, is the emergence of IW as a promi-
nent strategy by global actors. Well-written and thoroughly researched, this
monograph is an important contribution to the study of IW—particularly
at the operational and strategic levels of war, and should be read closely by
students and scholars of IW, as well as contemporary strategy.

Christopher Marsh, Ph.D.
Director, Center for Strategic Research
Department of Strategic Studies
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Introduction

“Tickling the dragon’s tail” is a euphemism attributed to physicist Rich-
ard Feynman, referring to the practice in nuclear experimentation of
teasing a plutonium core toward critical mass and chain reaction. One such
core was nicknamed the Demon Core for its involvement in accidents that
killed the scientists who were experimenting with it.! In this monograph,
the Demon Core is presented as a metaphor for the idea that the ongoing
development of an irregular warfare (IW) critical mass will produce such an
uncontrollable chain reaction of disruption and instability that peace and
security will be adversely affected to such a degree that the international
order and global status quo could be irrevocably changed. IW is defined
as “a violent struggle among state and non-state actors for legitimacy and
influence over the relevant population(s).” The purpose of this monograph
is to research questions related to IW power diffusion, and what the effects
of an IW critical reaction might be.

The Demon Core was a subcritical mass of nuclear fissile material used by
the United States to develop nuclear weapons during the Manhattan Project.
Nuclear scientists used the uranium core to understand when and how a
subcritical mass would reach criticality. The scientists would impact the core
by adjusting the structural and environmental variables around the core,
including fuel, shape, density, and temperature. In addition, nuclear scien-
tists would learn to control the reactions by introducing neutron-absorbent
control rods. The most important variable in the experiments was the devel-
opment and use of neutron reflectors. The reflective material would bounce
neutrons back at the core, rapidly increasing criticality. On two occasions,
scientists accidentally added enough reflective material that a supercritical
fission chain reaction was produced. In both cases, the scientists were able
to remove the reflective material, stopping the chain reaction.

Unfortunately, in the process of removing the reflectors, the scientists
were irradiated with significant amounts of gamma radiation, which resulted
in their slow and agonizing deaths. The gamma particles penetrated the cells
of the scientists, producing an ionizing effect which destroyed cell structure
and cellular function.? The cumulative cellular disruption caused by the
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radiation affected their biological system so significantly that their bodies
could not survive.

Often, the scientists did these experiments—tickling the dragon’s tail— as
a show for their colleagues, demonstrating their ability to control the reac-
tion. On one occasion, a scientist using a screwdriver as a lever to control the
top cap of a spherical reflector dropped the screwdriver. The cap fell, com-
pleting the sphere and causing the core to go super critical.’ The scientists
had become so complacent about the risks they took, and in their ability to
control the reaction, that they were surprised when they lost control, and
were killed as a result.*

Figure |. Public historian Richard G. Hewlett re-creates Slotin’s 1962
experiment. DEPARTMENT OF ENERGY/RICHARD G. HEWLETT/
PUBLIC DOMAIN

This concept of tickling the dragon’s tail, taken from research on nuclear
reactions, was chosen as a metaphor for IW because the overconfident sci-
entists understood the danger of their experiments, yet routinely teased the
core toward critical mass. The theory presented in this monograph is predi-
cated on the idea that a Demon Core IW mass exists. This mass is made up
of all actors who have an agency in IW, including state and non-state actors.

2
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These actors can be, but are not limited to, criminal organizations, special
operations units, paramilitary units, terrorist organizations, and cyber or
information organizations. This core mass of actors has developed over a
long stretch of history as the environment has become increasingly hospi-
table to their activities. To continue the metaphor, each trained IW actor can
be likened to a dangerous fissile Uranium 235 molecule. These organized,
motivated, trained, and equipped actors are the enriched elements, capable
of violence, that comprise the IW core.

This subcritical mass of IW actors is enabled by environmental structural
factors that are hospitable to IW.

a. Basic structural factors include a significant increase in the global
population. With increased population comes increased competition
and cooperation for global resources. The resultant effect of the global
economy is a more complex and interdependent social and economic
system.’

b. The next environmental structural factor is the manner with which
the global connectivity of the information age has enabled the prog-
ress of the global population toward achieving greater freedom and
self-determination.® What this means is that there is now a larger
global population of people, who, if aggrieved, can more effectively
communicate and organize.

c. A third significant factor is the rise of non-state actors’ capacity and
capability as globalization re-orders the international system.” In sum,
there is an exponentially growing population of aggrieved people,
with a desire to change their condition, and who have the ability to
communicate, organize, and conduct IW.

d. A final environmental structural factor is the rise of state conventional
and nuclear warfare hegemony, which has decreased the ability for
states to compete through conventional war. The result of this factor
has been the rise of the asymmetric strategies of geopolitical actors,
which often includes the significant use of IW.2

In addition to these structural factors are additive IW reflective lenses,
which this paper argues are bringing the subcritical IW core toward critical
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mass. These reflective lenses include IW promotion, proliferation, and
promulgation.

a. Promotion is the extensive use of IW by many actors, state and non-
state, which has normalized IW as acceptable and necessary.

b. Proliferation is the creation, growth, or propagation of more IW
actors by other IW actors. Promotion and proliferation have created
promulgation.

c. Promulgation is communicating, advertising, or making IW widely
known. Promulgation has created a plunging effect, where as an actor
demonstrates its capabilities, and its adversaries mimic and develop
their own similar capabilities, plunging the entire system forward to
a higher level of development.’

Returning to the metaphor, the increased development of state and non-
state IW capacity and capability has had a significant neutron reflector-like
effect on the subcritical mass of IW actors. The resultant effect has been a
self-propagating chain reaction of IW activity.

A significant aspect to the development of an IW critical mass is a control
problem related to the chain reaction. The control problem is metaphorically
similar to dropping the screwdriver and allowing the nuclear reaction to run
away uncontrollably. The proliferation of state IW has diffused IW capacity
and capability over to an increasingly larger percentage of the global popula-
tion. Conversely, the ability to wage nuclear war is held by a relatively small
percentage of the global population, such that this exclusive community can
escalate and de-escalate as they see fit, thus avoiding the exorbitant costs
and risk from nuclear mutually assured destruction.”

However, the power to make irregular war has now diffused to such a
large portion of the global population, including non-state actors, that no
single or group of hegemons has sufficient ability to de-escalate IW con-
flicts. For example, despite an almost two-decade-long Global War on Terror
(GWOT) and significant operational military success by the U.S. military, the
threat from Islamist Violent Extremist Organizations (IVEO) has continued
to grow. In addition to the use of IW by non-state actors, states themselves
are also using aggrieved populations to fight proxy wars in strategies against
each other, as seen in recent actions by Russia in Europe. This state IW has
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a further, metaphorical 3P; proliferation, promulgation, and promotion-
reflective effect on the IW critical mass.

This monograph argues that the ultimate effect of this IW critical mass
will be similar to the effect that gamma radiation had on the scientists’
bodies. The IW critical mass will produce so much friction in the com-
plex geopolitical system that the system will lose the ability to stabilize or
achieve homeostasis."! Without homeostasis,
or time periods of relative international peace It is possible that the
and stability, the system will never settle long  resultant destruction from
enough for significant structured positive /W reaching critical mass
progress to occur; this condition could result ~ could be as devastating as
in global destabilization or conflict, a state of nuclear war.
entropy.”” The cumulative effect of sustained
global IW will have such a disruptive and destabilizing effect on global peace
and security that the normative international system and global status quo
could be threatened. It is possible that the resultant destruction from IW
reaching critical mass could be as devastating as nuclear war. This destruc-
tion may take longer to manifest, may be more difficult to recognize, and, if
it occurs, could be exponentially more difficult to stop.

To better understand the current phenomenon of IW, this monograph
first examines the historical and theoretical development of global IW phe-
nomenon. Next, it reviews the current environmental structure that enables
IW, and the paradigm of contemporary IW actors operating within the
environment. The subsequent section looks at the IW reflective lenses, which
are pushing IW into a critical state, and the negative effect this reaction will

have on the environment. The final section reviews prescriptive approaches
that might decrease the danger from an IW critical mass.
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Chapter 1. Development of an IW Core
Mass

In order to understand the critical mass, the reflective lenses, and the
effect of the reaction, it is first necessary to describe the subcritical core
of IW actors. The following section will describe the historical develop-
ment of IW, incorporating relevant theories and doctrine. It will show the
progression of IW as a phenomenon from an unstructured social tool into
a highly integrated military strategy of state and non-state actors. The sec-
tion will continue with a description of the contemporary paradigm of state
and non-state IW, and will finish with a description of the environmental
factors, including conventional hegemony, globalization, population, and
information, which have contributed to the problem. This section makes
the argument that a subcritical mass of IW actors not only exists, but is
active globally.

IW Theory

Before proceeding, it is necessary to address a continuing and fundamen-
tal issue present in the study of IW. This is the lack of a common second
grammar pertaining to what IW is and how practitioners and scholars com-
municate this through language and doctrine.” U.S. doctrine—specifically
Joint Publication (JP) 1, the capstone doctrine for the Armed Forces of the
United States—defines IW as “a violent struggle among state and non-state
actors for legitimacy and influence over the relevant population.” The U.S.
Army Special Operations Command also uses this definition. Despite cor-
rectly categorizing some aspects of IW, JP 1 does not adequately define the
full scope of IW. The current definition is far too limiting and does not
serve as a sufficient umbrella term for warfare that is nonnormative or not
conventional. JP 1 is honest in noting its own difficulties.

It is recognized that the symmetry between the naming conventions
of traditional and irregular warfare is not ideal. Several symmetrical
pair sets—regular/irregular, traditional/nontraditional (or untra-
ditional), and conventional/unconventional—were considered and
discarded. Generating friction in the first two instances was the
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fact that most U.S. operations since the 11 September 2001 terror-
ist attacks have been irregular; this caused the problem of calling
irregular or nontraditional what we do routinely. In the last instance,
conventional/unconventional had previous connotation and wide
usage that could not be practically overcome.”

The opening chapter of JP 1, Theory and Foundations, makes it clear that
the U.S. military has interpreted its own history from 1775 through the theo-
retical lenses of Clausewitz and Jomini. These lenses have elevated what the
U.S. doctrine describes as, traditional war to a position of dominance--the
idea that hierarchical organizations can control the application of limited
violence for political and operational objectives. Categorized warfare, while
illuminating in some respects, can be simultaneously limiting.

For example, the words traditional, conventional, orthodox, and regu-
lar are all synonyms, meaning conforming to or governed by established
and accepted standard of procedure or convention. Conversely, the words
irregular, unconventional, unorthodox, and untraditional are all synonyms
to each other and antonyms to the first set of words. Meaning that more
generally, IW is any form of warfare which does not conform to established
and accepted standard of procedure or convention.

Further exacerbating the problem is that U.S. military doctrine also uses
common language in proprietary like definitions, as a means to categorize
specific tasks and specific types of operations. So, for example, unconven-
tional warfare (UW) is not a synonym of IW, instead it is defined as “activities
conducted to enable a resistance movement or insurgency to coerce, disrupt,
or overthrow a government or occupying power by operating through or
with an underground, auxiliary, and guerrilla force in a denied area.” Spe-
cial warfare is “the execution of activities that involve a combination of lethal
and nonlethal actions taken by a specially trained and educated force that
has a deep understanding of cultures and foreign language, proficiency in
small-unit tactics, and the ability to build and fight alongside indigenous
combat formations in a permissive, uncertain, or hostile environment. Spe-
cial warfare is an umbrella term that represents Special Operations Forces
(SOF) conducting combinations of unconventional warfare, foreign internal
defense, and/or counterinsurgency through and with indigenous forces or
personnel in politically sensitive and/or hostile environments.”” Political
warfare is the “systematic process of influencing the will and so directing the
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actions of peoples in enemy and enemy-occupied territories.””® Not codified
specifically in doctrine hybrid warfare is described most simply as unique
combinations of all forms and methods of war, regular, and irregular.”

Separating regular and IW is not a requirement, as both are inherent in
all war. What is required is understanding the different effects that regular
or irregular operations produce, or more importantly, understanding what
is avoided by using irregular means in place of regular warfare. Then, con-
ceiving of a strategy that uses and accounts for yours and your adversaries’
use of regular and irregular war.

It must be noted that words and definitions matter, and that there are real
and relevant reasons why the U.S. military classifies and defines operations
in the manner in which they do. The complex bureaucratic process drives a
real need to define who does what and for what purpose. This is so that Con-
gress, the Department of Defense, and the Services can make decisions on
budgets, resourcing, manning, equipping, and training. For the U.S. military
this process has always been much easier for regular warfare, than for IW.*

By the very nature of the definition, it is easier to control and regulate
regular, conventional, or traditional things. Think food, drink, and medicine
regulated by the U.S. Food and Drug Administration. The more irregular,
unconventional, or nontraditional an item, the more difficult it is to catego-
rize and approve. The very nature of IW makes it difficult to understand and
define. And, when IW definitions are applied by the U.S. military, they are
often limiting in purpose or practice.

Throughout these methods, forms, and definitions there is significant
overlap and confusion. These are not scientific terms, but situationally depen-
dent descriptive terms which must contend with being used in a complex,
dynamic, and adaptive environment which inherently creates difficulties. For
this study, the term IW will be used more broadly and generally than the
restrictive JP 1 definition, as an umbrella term which encompasses any form
of warfare outside of conventional or nuclear war. This includes those already
defined and others including: hybrid, unconventional, special, political, resis-
tance, counter-resistance, counterinsurgency, foreign internal defense, etc.
What is consistent throughout the multitude of forms, types, names, and
definitions is the underlying nature of the warfare.

Prominent military theorist Carl von Clausewitz’s widely-accepted thesis
is that war is an act of force to compel the enemy.” This can be done by
disarming or destroying the enemy, occupying land, breaking their will,

9
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or increasing their suffering to a point that they can no longer resist.* In
U.S. military doctrine, this idea is defined as the two fundamental strate-
gies by which war can be won: annihila-
For this study, the term IW will  tion/attrition and erosion.? Strategies

be used more broadly and of annihilation/attrition are primarily
generally than the restrictive used when the sides in a conflict are
JP 1 definition, as an umbrella  roughly equally powerful. When an
term which encompasses any asymmetry exists between combatants,
form of warfare outside of con-  then disarming or destroying a more
ventional or nuclear war. powerful enemy through direct con-

frontation—annihilation/attrition—is
not a viable strategy, and instead, erosion is likely to be the preferred strategy.

The erosion strategy focuses on destroying a more powerful adversary’s
will or ability to fight, rather than on defeating the adversary’s forces directly.
For the indirect method, the goal is to avoid direct conventional action and
instead change the conditions of the conflict.** Less-powerful forces need
to combat their adversaries but avoid direct large-scale military confronta-
tions—erosion strategies typically employ IW. Clausewitz recognized that
war is “a continuation of political intercourse, carried on with other means.””
He also understood and communicated that “in war many roads lead to suc-
cess, and that they do not all involve the opponent’s outright defeat.” One
of these roads was a strategy of erosion, or as Clausewitz described it, to
“wear down the enemy,” which he defined as “using the duration of the war
to bring about a gradual exhaustion of his physical and moral resistance.””
The strategy of erosion is one that became a consistently utilized strategy
of IW theorists such as former Chairman of the People's Republic of China
Mao Tse-tung and British Colonel T.E. Lawrence, and has been codified into
U.S. military doctrine.?® The strategy of erosion can be seen in multiple IW
campaigns throughout history.

IW History

Pre-Cold War Era

From ancient times through the premodern period and up until the 20th
century, IW was conducted primarily by non-state actors who organized
mostly for social change.”” The relatively rare state-sponsored IW was lim-
ited in scope and scale.’® Clausewitz describes irregular war in his time as a

10
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people’s war of popular uprising used as a means for revolutionary political
change.” He noted that militias and armed civilians should not directly con-
front enemy main forces, but should nibble around the edges in a nebulous
and elusive manner. Clausewitz believed that massing of any kind in concrete
form would ensure that the enemy would crush the insurgent force.*

The American Revolution presents an example of what Clausewitz pre-
scribed. From January through March 1777, Washington conducted petite
guerre (small war) in what is now known as the Forage War.”” Though Wash-
ington was not enamored with non-regular forces, he did recognize the
opportunity to harass and erode the British force. Washington dispersed
some of his regulars to work with the militia, who attacked when able,
killed British regulars, and disappeared back into the countryside. For three
months the irregular force skirmished, ambushed, and swarmed the Brit-
ish, inflicting a significant impact on the material strength of the British
force.’* The Forage War played a significant contribution during a difficult
period of the revolution, and ultimately set conditions for American victory.
American founders learned valuable lessons from the war. These included
recognizing the internal risks from irregular and revolutionary warfare,
as they had conducted it themselves against their own formerly sovereign
state. In response, they created constraints that limited the actions of the
new American armed forces, in order to decrease the risk of a standing army
turning against the republic. Over time this focus on law and oversight has
evolved into a robust code of law with intricate detail constraining military
and paramilitary action by the United States.”

The United States was certainly not the only actor to have an appreciation
for the utility of IW. Another important historical example that occurred
during Clausewitz’s lifetime was the French experience against guerrilla
warfare on the Spanish Peninsula from 1807-1814.°¢ In 1807, Napoleon, in
an attempt to stabilize the political situation on the Iberian Peninsula, took
control over the corrupt Spanish government. Despite some conventional
successes during his personal campaigns of 1808-1809 against Spanish regu-
lar formations, Napoleon considered the overall situation in Spain as an ulcer
in the larger body of his wars. His forces were continually worn down by a
popular Spanish insurrection. Napoleon’s power was eroded by the Spanish
second front. The ruthless war waged by the Spanish guerrillas established
a precedent that grand armies, such as Napoleon’s, could be challenged in

11
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indirect and irregular ways, and that such irregular challenges could meet
with success.”

Following Napoleon, the century between 1840 and 1940 was critical for
laying the foundation for the development of a subcritical mass of irregular
actors, and building the initial structural factors that would later influence
the mass toward criticality. IW during this period was dominated by the
theory and action of communist leaders, specifically Karl Marx, Vladimir
Ilyich Lenin, and Mao. Marx’s argument for the use of violence during the
socialist revolution was that, as economic changes forced social and political
changes, the ruling elite would feel threatened and would resist the change,
and this in turn would require the resistance to use violence.* Lenin simi-
larly concluded that only violence would bring true change.* Mao refined
the ideas of Marxism and Leninism into a coherent theory of politics and
military action. Perhaps most importantly, Mao laid down a clear plan for
the strategy and tactics of guerrilla warfare, which was to harness the power
of rural peasant society to take control away from the dominant, powerful
elites. Mao also voiced the idea of permanent revolution, that the continu-
ous turmoil and social disruption from conflict would yield inevitable great
progress.*” Guerrilla warfare was Mao’s tool for perpetually extending the
revolutionary conflict over time.*

Mao’s IW model was divided into three phases: organization, guerrilla
fighting, and war of movement. Because the guerrilla derives from and is
supported by the population, it was critical for Mao to establish political
goals and objectives that coincided with the aspirations and sympathy of the
population.*? Mao intended guerrilla units to attack with clandestine, covert,
and overt small unit tactics, with the goal of surviving while destroying the
enemy.* For Mao, political operations were as important as military opera-
tions. Political operations included sabotage, subversion, and assassination
to trap the status quo government in a quagmire of hostile population and
coercive change.** As Chalmers Johnson describes it, the goal is to “weaken
the enemy through a protracted war of attrition.”*> Once a guerrilla war has
reached the second or third phases of active combat, it is extremely difficult
to defeat. Defeat becomes more difficult at later stages because the mass and
momentum of the movement are proportionally larger.*

The communist leaders did not just develop a political theory, but also
developed a doctrine for action, which was then used in a series of revolution-
ary conflicts across the totality of the Asian continent. These actions included
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the Soviet revolutionary beginnings, which started with the October Revolu-
tion in 1917 and lasted through 1923. In China, the 1927 Autumn Harvest
Uprising began a series of revolutionary activities that would include the
Long March in 1934, and culminated with the Chinese Communist Revolu-
tion, the solidification of Mao, and the founding of the Communist Peoples’
Republic of China in 1949.*® Over this same time period, Western European
militaries would begin to flirt with IW as an aspect of their overall strategy.
This can be seen in the World War I experiences of Lawrence in Arabia and
German General Paul von Lettow-Vorbeck in German East Africa.

The Arab Revolt 0f 1916-1918 against the Ottoman Turks was an important
event in early 20th century IW. Lawrence, a British advisor to the Arabian
tribesmen, described their effort not as an army with banners attacking
a massed Turkish force, but as “an influence, an idea, a thing intangible,
invulnerable, without front or back, drifting about like a gas.”** Lawrence
understood that the irregular force had an advantage in its ability to move,
hide, and attack only when conditions were beneficial to their objective.
They attacked Turkish matériel, understanding that the Turks valued it more
than they valued the lives of their soldiers. Lawrence’s own force valued life
over replaceable matériels, so only engaged under the right conditions. Law-
rence’s IW thinking and writing spanned tactics, operations, and strategy.
In his book describing this conflict, The Seven Pillars of Wisdom, Lawrence
describes how he cognitively linked the Arab’s tactical actions to strategic
objectives. “Final victory seemed certain, if the war lasted long enough for
us to work it out.™°

Lawrence’s comments exhibit the same operational mindset that Mao
described as perpetual conflict. The overarching idea for both was that a
protracted war would allow the asymmetric adversary sufficient time to
erode a stronger adversary’s combat power and will. The example of Law-
rence and his successful Arab Revolt, like that of Mao, proved that, when
properly applied, an irregular force could use its asymmetric advantages and
gain decisive results against a conventional adversary.” The lessons learned
from that campaign have had a lasting impact on how IW is understood.

While Lawrence’s efforts were a small factor in World War I, as an ele-
ment of state strategy IW began to truly emerge during another great conflict
of the 20th century, World War II. The Western Allies viewed the war as such
an existential threat that few limitations or constraints were placed on forces
if the actions were in pursuit of victory. This lack of constraints meant that
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IW became a key part of the war strategy.
The Western Allies viewed U.S. political and military leaders devel-
the war as such an existential  oped the Office of Strategic Services (OSS)
threat that few limitations or ~ 3nd the Jedburgh project.® In the Euro-

constraints were placed on pean theater, the Jedburgh teams were
forces if the actions were in

pursuit of victory.

inserted deep into Nazi occupied territory
to organize, arm, train, and employ guer-
rillas to conduct clandestine and covert
IW. The sabotage, subversion, and guerrilla activities were intended to shape
the environment and complement conventional Allied operations.* Simi-
larly, in Asia, during the four years that Japanese forces occupied the Philip-
pines, Filipino-American guerrilla units fought extensively. These units had
an overwhelming lack of supplies yet were able to conduct operations and be
a serious presence on the battlefield, shaping conditions for liberation. The
guerrillas executed a successful indirect strategy of erosion through ambush,
raiding, sabotage, and subversion.**

Cold War Era

Following World War II, the rise and existential threat to the United States
from the Soviet Union and global nuclear war, precipitated a rise in Ameri-
can covert irregular action. While the OSS was disbanded in 1945, the
traditions survived and were ultimately institutionalized in the Central Intel-
ligence Agency (CIA) Office of Policy Coordination.”® Covert and clandestine
influence activities were used extensively by every American president from
President Harry S. Truman in 1948 through President Ronald Reagan in
1989 to systematically weaken Soviet power and influence.”® These opera-
tions conducted around the world included all manner of IW including, but
not limited to, paramilitary, propaganda, political influence, assassinations,
coups, guerrilla sponsorship, subversion, and sabotage. Of the 49 declassi-
fied covert actions conducted in this time period, the vast majority were in
support of the Cold War.”’

Throughout the Cold War, the Soviet Union also conducted extensive
IW.*® Two of the common methods of Soviet IW were active measures and
special tasks. Active measures were actions designed to influence world
events, while special tasks were designed to deliver violence in order to
achieve an objective.”” Soviet political warfare undertook active measures
that were often targeted against Western governments in order to create
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division. The Soviet Security and Intelligence Service (KGB) (in Russian is
Komitet Gosudarstvennoy Bezopasnosti) actively sowed conspiracy theories
related to the assassination of U.S. President John F. Kennedy and sought
to exploit racial divisions in the United States by targeting both black and
white communities.*® Soviet special tasks included assassination, subversion,
and sabotage. Soviet assassinations largely were targeted against current and
former communist actors either inside or outside of the Soviet Union. Josip
Tito and other communist personalities who had gone against the Central
Committee of the Communist Party of the Soviet Union, including those
inside Hungary, Bulgaria, and East/West Berlin, were targeted throughout
the Cold War as enemies of the U.S.S.R.*' Sabotage operations were planned
and conducted extensively throughout Asia and Europe by both the KGB
and the military intelligence service of the Russian Federation (GRU) (in
Russian is Glavnoye Razvedyvatelnoye Upravleniye).®*

A well-documented example of Soviet IW was Spetsnaz (translated means
special designation forces) operations conducted during the Cold War in
Afghanistan. On 27 December 1979, 700 KGB Spetsnaz soldiers from Alpha
and Zenith units invaded the Afghan palace, assaulted, and assassinated the
Afghan President Hafizullah Amin while disguised as Afghan soldiers.®®
This was the opening operation to a war that would last until 1989, and one
that would see extensive use of Soviet Spetsnaz in low- and high-intensity
combat operations against both Afghan uniformed forces and mujahideen.**

In addition to using their own irregularly-focused military forces
throughout the Cold War, both the Soviet Union and the United States oper-
ated extensively with proxy forces. As an example, the Soviets backed the
Irish Republican Army against the British, and, against the United States,
backed the Sandinistas in Nicaragua, Palestinian terrorists in Lebanon, and
the North Vietnamese Army and the Viet Cong guerrilla forces in Vietnam.®
Likewise, the United States sponsored mujahideen guerrilla forces against the
Soviets in Afghanistan.®® The United States also sponsored anti-communist
forces in Nicaragua in what led to the Iran-Contra Affair, as well as in the
Philippines, Asia, and South America throughout the Cold War.*’

The war in Vietnam was a key historical period in the rise of U.S. IW. The
complex operational environment proved immensely difficult for military
and civilian leaders. As the war grew to be an increasing problem, U.S. mili-
tary leaders worked to develop comprehensive strategies within significant
political constraints. These strategies included extensive use of IW in order
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to complement conventional operations that were proving to be unsuccess-
tul in resolving the underlying issues of the war.® Irregular efforts included
Civilian Irregular Defense Groups, Civic Action Programs, Special Opera-
tions, and other advisory efforts. From 1964 through 1972 the Military Assis-
tance Command Vietnam-Studies and Observations Group (MACV-SOG)
executed the war’s most covert operations in Laos, Cambodia, and South and
North Vietnam. These operations—intended to confuse, disrupt, deceive,
attrite, and destroy—included indigenous saboteurs, penetrations, sabotage,
subversion, propaganda, raids, snatches, reconnaissance, and ambushes.*’
IW during the Vietnam War was not the sole province of MACV-SOG. From
1967 through 1973, the PHOENIX Program, led and coordinated by the CIA
and staffed by United States and Republic of Vietnam soldiers, conducted
extensive political warfare. The political warfare of PHOENIX was a con-
certed effort to neutralize (kill, capture, or entice defection) the Vietcong’s
leadership.”” The United States used armed propaganda and political teams,
mimicking the actions of the Communist Viet Minh, while the Viet Minh
themselves drew the inspiration of their actions from Maoist thought.

The Viet Minh demonstrated the importance of political activities in
guerrilla warfare, focusing on the objective that establishing political control
over the rural population was a paramount precondition to destroying the
status quo government. The Viet Minh’s primary battle was not fought to
attrite the opposition, but to win control of villages and population.” Party
cells would target villages, penetrate, and organize. The Viet Minh would
also conduct party terror called Destruction of the Oppression. If a village
transitioned to control willingly then terror was not used, however, in con-
tested areas, assassination, kidnapping, and execution were used to terrorize
villages into supporting the Viet Minh. The villagers, knowing who was in
control locally, would not support the South Vietnamese government, as this
would bring reprisals against their families. Expansion of control included
organization, redistribution, taxation, recruitment, and education—all for
the purpose of supporting the party and the revolution.”

This terrible and brutal war raged at the local level, tearing hamlets and
districts apart.”® For the victorious North Vietnamese forces, IW and erosion
proved to be a successful strategy. For the United States, the Vietnam War
represented defeat, however, the powerful lesson that an irregular asym-
metric force could defeat more powerful conventional forces was not lost on
the United States.” Following the Vietnam War, the United States doubled
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down on its conventional might and holistically incorporated large aspects
of IW into its own doctrine and force structure.”

Post-Cold War Era
The end of the Cold War came in 1991 with the dissolution of the Soviet
Union. That same year, military theorist Martin Van Creveld presented the
idea that “the most powerful armed forces are largely irrelevant to modern
war.””® Van Creveld argued that the primary reason for this irrelevance is
because the maintenance, logistics, administration, and cost of modern
armed forces and their required technology ensures that the cost of using
them is considered unacceptable.”” Another important factor is the pro-
liferation of nuclear weapons. The catastrophic nature of these weapons
is such that states cannot use them against each other, for fear of mutual
assured destruction or state suicide. Using nuclear weapons in an offensive
role would carry such significant fallout, both real and perceptually, that
the cost is seen as too great. Damage to reputation, population, economic
systems, and environment would invariably
produce intense international condemnation, ~ Using nuclear weapons
thus ensuring that a nuclear first strike is not 1 an offensive role would
a good option.”® carry such significant
Because of these factors, Van Creveld pre- fallout, both real and
dicted the rise to dominance of low-intensity =~ P ceptually, that the cost
conflict, noting that, “If states are decreas- Is seen as too great.
ingly able to fight each other, then the con-

cept of intermingling already points to the rise of low-intensity conflict as
an alternative.””® With the United States effectively cornering the market on
conventional warfare through budgetary spending and nuclear prolifera-
tion, its adversaries have been forced to either accept the current condition
of American global hegemony or seek an alternative means of challenging
the U.S. dominance through asymmetric indirect and irregular ways and
means. In support of Van Creveld’s argument, the post-Cold War period
has seen the rise of non-state actors, perhaps most predominantly IVEOs.
In the 21st century, the conflict which came to be known as the GWOT
has been the true coming of age for America’s proliferation of global IW. The
9/11 terrorist attacks had a staggering social and economic impact on Amer-
ica. The following day, U.S. President George W. Bush sought retaliation
options to be implemented immediately. The plan, ultimately accepted and
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implemented, was the CIA’s use of paramilitary units, covertly infiltrated,
partnered with U.S. Army Special Forces and indigenous Afghan forces,
and directed against the Taliban and al-Qaeda. The crisis had increased
the national command authorities’ tolerance for risk and decreased their
constraints on the use of IW.** IW—executed by American SOF, the CIA,
and interagency partners—would increasingly become a predominant aspect
of strategy as the war in Afghanistan progressed and expanded to Iraq, the
Philippines, Africa, the Arabian Peninsula, and elsewhere.®!

As U.S. President Barack Obama entered office in 2009, he espoused
the idealism of trying to avoid violence and war at all costs. In his Nobel
Peace Prize acceptance speech, he stated “that no matter how justified, war
promises human tragedy,” yet, he continued, “that force may sometimes
be necessary.”®* President Obama’s pragmatism played out over eight years
as he conducted extensive covert and overt IW operations.*> While he may
have preferred peace, the reality was that the global threat from state and
non-state actors required an extensive offensive strategy. The Obama admin-
istration attempted to avoid the real and political costs of large-scale military
action and preferred the covert and clandestine nature of IW.**

The brief history presented above has been laid out to demonstrate that
there has been a centuries-long continuation and steadily increasing prolif-
eration of IW. IW has evolved from being not just a social tool for change but
to also being a prolifically-used tool of state strategy. A significant amount
of global IW actors, forming a subcritical mass, now appears to exist. These
actors and their current IW paradigm will be described in the next section.

Contemporary IW

In the second decade of the 21st century, the contemporary operational envi-
ronment now seems to be a structure capable of driving the subcritical IW
mass toward criticality. Currently, significant promotion and proliferation
of IW by state and non-state actors is occurring globally. This section will
look at the operational paradigms of the United States, Russia, China, Iran,
and IVEOs. These are all significant actors who view IW as a prominent and
valid strategy. The purpose of the section will be to demonstrate how dense
the current IW actor mass is and how the threat of criticality will increase
as reflective lenses are added.
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The United States

The U.S. military’s paradigm of IW continues to fundamentally revolve
around its SOF, which it considers to be a critical capability in the con-
flict against asymmetric adversaries.* The U.S. Army Special Operations
Command (USASOC) is categorized, conduct Special Warfare and Surgi-
cal Strikes under Title 10 authorities of U.S. Code. The United States’ most
irregular activities occur as highly classified covert and clandestine action
taken under Title 50 authorities of U.S. Code.*

The trend of American IW shows no signs of decreasing under U.S. Pres-
ident Donald Trump. Throughout 2017, the preponderance of American
combat casualties have been sustained by SOF conducting irregular opera-
tions in places like Afghanistan, Africa, Yemen, and Syria.”” In an October
2017 speech, CIA Director Mike Pompeo stated “we’ve now laid out a strategy
for how we're going to execute our mission with incredible vigor. We’re going
to become a much more vicious agency in ensuring that we are delivering
this work. We are going to go to the hardest places with some of the hardest
people ... to crush it.”®

The current American IW paradigm exists in homeostasis with the U.S.
government and the American people, who seemingly have no major issue
with U.S. IW activity; this is evidenced by the fact that the U.S. Congress has
not seen a political need to put forward a new Authorized Use of Military
Force (AUMF). As of the time of this writing, despite the significant change
of conditions, administrations, and enemies, the U.S. military continues the
robust and persistent utilization of U.S. SOF operating globally under the
AUMEF approved soon after 9/11.%° Certainly the national command authority
of the current and the two preceding administrations were and are comfort-
able operating extensively within the current AUMF, the existing U.S. Code,
and within established methods of congressional oversight.

Key aspects of current American IW are operations conducted outside
of declared hostilities. Colloquially, these are called phase zero or gray zone,
and these operations are often considered pre-crisis activities, occurring
when relations are peaceful or routine. Engagements in phase zero are gener-
ally intended to prevent war.”® The gray zone is characterized as competition
with the instruments of national power short of conventional war.”

These activities are generally described by practitioners and writers in
two competing narratives. The phase zero narrative is one of routine military
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engagements with nuanced application where diplomacy is recognized as
the lead activity. These activities are intended to support the strategy of the
regional commander and the U.S. country team.”” The activities shape the
environment to prevent and deter conflict. They are conducted as Theater
Security Cooperation events under the commander’s Theater Campaign Plan
intended to build a global network, increase partner capacity and capability,
and counter threats.”

Within the gray zone, the narrative for operations is political warfare.
U.S. military leaders note that competition is not a binary choice between
war and peace, but that in the gray zone the United States must overmatch
its adversaries with its own hybrid warfare effort.
U.S. military leaders A 2015 USASOC study on SOF support to political
note that competi- warfare states that “The time has come for Political
tion is not a binary Warfare to recapture a predominant position in
choice between war  the U.S. national security policy and execution.”®*
and peace, but that  Military leaders see their role as the executors of
in the gray zone the  the selective use of force or violence in discrete and

United States must controlled increments to support coercive diplo-
overmatch its adver- macy.” For these leaders, a gray zone win is “the
saries with its own U.S. Government’s positional advantage, namely

hybrid warfare effort.  ¢he ability to influence partners, populations,

and threats toward achievement of our regional
and strategic objectives.”® However, while the United States is currently
emphasizing the role of IW, it is not the only player currently pursuing IW
strategies.

U.S. State Adversaries

State-sponsored IW conducted by adversaries of the United States has also
increased in the contemporary operational environment. Russia, Iran,
and China regularly use IW to deal with issues on their periphery, in their
regions, and globally within their operational reach.”” Their paradigm
includes sponsoring proxy forces, deploying SOF, and using information
operations.

From 2014, the Russian Federation has conducted extensive IW opera-
tions in the Crimea, Ukraine, the Baltics, and during European and Ameri-
can elections and referendums.”® These activities are in keeping with their
published strategies and doctrine, and with the theory of an IW critical
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mass. The activities also are in keeping with the Russian historical use of
IW executed throughout the Cold War.*”?

The current Russian hybrid warfare theory was published by Valery
Gerasimov in 2013.°° Gerasimov’s vision of the current operational envi-
ronment includes a “blurring of the lines between states of war and peace.”"
Nonmilitary ways and means of achieving political objectives have risen in
dominance, while the strategic deployment of hierarchical large conventional
units is no longer the primary means of achieving objectives. Instead, the
nonmilitary instruments of Russian national power will be used in con-
junction with irregular and traditional military means in a hybrid strat-
egy. This includes initiating military operations in peacetime, controlling a
unified information space, asymmetric and indirect military prominence,
and the inclusion of conventional means under deceptive circumstances
during culminating phases. Gerasimov advocates for a strategy that will
outstrip, exhaust, and attrit enemies while changing the structure of conflict
to allow for Russian global leadership; this is another example of an erosion
strategy.'*?

Beyond Gerasimov’s structured hybrid warfare model, there are a number
of identified principles which are fundamental to the execution of a Russian
IW campaign.'® These principles include the use of asymmetric and nonlin-
ear actions and the start of military activity without a declaration of war. The
elevation of diplomatic, economic, and information instruments of national
power over the military instrument also allows for a more covert crisis devel-
opment and escalation. These actions sow seeds of doubt that are then used
to deceive populations and cover Russia’s true intentions. The extensive use
of the information domain, and the use of cyberwarfare, propaganda, and
deception directed against audiences both domestically, internationally,
and inside the conflict sphere ensures that the cover story, deception, and
narrative are delivered in requisite amounts.™

To execute their IW, Russia uses an extensive network of local and
imported agents. These agents are purposefully intended by Russia to be
hard to identify by other actors as Russian agents. They use armed civilian
proxies instead of or in advance of their regular troops, and also use a vast
array of Spetsnaz.'”” These agents use intimidation, bribery, assassination, and
agitation to develop the crisis, coerce actors, and influence the environment.
Finally, Russia combines a persistent denial of operations with the use of a
deceptive political narrative and strategy—one which gives the appearance
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of cooperation with global norms while continuing covert and clandestine
irregular action. Russia’s goal is to create a grey zone where stated intentions
do not match intervention actions. Overall, this makes it extremely difficult
for Russia’s adversaries to confirm actions, prove that Russia is breaking
international law, or hold Russia accountable for its actions.'°®

Similar to Russia, Iran is also a highly-active regional IW actor that
regularly uses asymmetric ways and means to achieve political objectives
below the threshold of large-scale conflict. The U.S. government describes a
major aspect of Iranian IW as “covert support to proxy forces in the region
and beyond.”” These proxy forces often are Shia-based IVEOs that include
Hamas, Lebanese Hezbollah, Palestinian Islamic Jihad, the Taliban, and Iraqi
Shia groups.” The primary method of support to proxy forces is through the
Islamic Revolutionary Guards Corps (IRGC), which provide, material sup-
port, training, organization, and leadership to organizations that have goals
that are broadly aligned with Iranian interests.'” Iran’s malign activities have
created significant instability in the Middle East region. Their activities are
represented domestically as being in the interests of Iran. By working against
Western powers’ regional influence, Israel’s long-term survival, and Sunni-
based governments, Iran ensures that their Shia-based regional hegemony
continues to be a long-term possibility."

In contrast to Russia and Iran, China appears to operate farther away
from the guerrilla military end of the IW spectrum and more toward the
diplomatic, information, and economic end. The Chinese Central Military
Commission’s non-doctrinal concept of “unrestricted warfare—written
independently but published by the Chinese People’s Liberation Army Lit-
erature and Arts Publishing House—stipulates that nothing is forbidden,
as there are no rules in war." Their irregular ways and means include the
“Three Warfares” of psychological, media, and legal operations (lawfare)
used as levers of influence to achieve political objectives short of war."? These
concepts enable action within the grey zone, which is hard to identify and
define. Their actions happen covertly and clandestinely, ensuring that some
manner of objective is achieved while attempting to minimize adversarial

awareness and reactions.'’

U.S. Non-State Adversaries
Although state-sponsored IW is globally prolific, states are not the only
actors. The IW core also includes non-state IW, which has dominated conflict
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narratives for the last two decades. Non-state IW conducted by global Salafist
jihadi organizations including al-Qaeda and the Islamic State of Iraq and
Syria, has created a significant social and political impact.

The Maoist model, developed for Communism, continues to be employed
by IVEOs, though contemporary use of this model pairs it with an evolv-
ing use of digital information networks and increasing use of terrorism."*
There are a multitude of organizations using Islam to provide the language
and rhetoric to fuel their operations and organizations, as “Islam represents
the ideological engine legitimizing another period of significant political,
economic, and social ferment.”" The ideological interpretations drive the
radicalized politics and reflect grievances, while providing justification and
motivation for the organization’s physical power structure."

IVEOs further justify their actions with Cosmic War theory. This theory
states that the images, symbols, and language of divine warfare make the
conflict larger than the life of an individual."” The will of God makes the
nature of warfare absolute and so the adherents and organizations are
supremely committed and uncompromising. Cosmic warriors perceive
the struggle to be a defense of basic identity and dignity. For them, losing
the struggle would be unthinkable, because losing represents the complete
destruction, not only of themselves but also of their society. When the real
world struggle is seen as a sacred war that is blocked or cannot be won in real
time, then it can be reconceived on a sacred plane. Cosmic warriors easily
justify radical ideology, violent operations, high risk, and martyrdom."®
The sacred struggle is the underpinning idea behind the Islamist jihadi’s
altruistic motivation. His/her posthumous interest in fighting and dying
for the revolution is that the war, or jihad, is the instrument of religion."®

The paradigm of non-state IVEOs is relatively easy to understand and
paradoxically exceedingly difficult to eradicate. These are clandestine organi-
zations built on a foundation of Islamist ideology and motivated by Cosmic
War ideas. They employ a long-term vision and strategy of resiliency and
survivability to prolong conflict. Success equals continued conflict, which
leads the United States and the West into economic and political defeat and
a return to isolationism, establishing beneficial conditions for an Islamic
caliphate.”” The clandestine organization has also recognized that by affili-
ating and franchising locally and regionally, the movement will propagate
globally even if a local affiliate is annihilated. Local affiliation produces
buy-in from stakeholders, providing a grass roots connection to the global
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movement and thus ensuring that in the event an affiliate is annihilated,
the base can then recreate or replace it."! The Islamist ideology underwrites
the social narrative, which further propagates the movement and ensures
long-term survivability.

The Environmental Structure

The current structural environment which houses the subcritical IW core
mass is hospitable to the growth and success of IW as a strategy. Environ-
mental factors including the reduced ability of states to compete convention-
ally, globalization complexity, global population, and the information age,
have significantly contributed to the overall volatility.

The first environmental factor revolves around the United States” conven-
tional warfare hegemony, which has given impetus to the rise of IW. Ameri-
can adversaries’ IW capacity has developed as a direct response to America’s
conventional warfare multi-domain dominance."”> The American military’s
size, scope, capability, and reach in the air, on land, in the sea, and in space,
coupled with the American willingness to fund and resource this military,
has made it unlikely that any one nation, state, or people can directly chal-
lenge the United States with high-intensity conventional warfare. Because of
this fact, adversaries are finding alternative means to challenge the United
States. If direct military confrontation is unlikely to produce the desired stra-
tegic objective, then an adversary will seek other opportunities by employing
their instruments of power in an indirect manner.'” This has manifested in
indirect strategies of erosion that utilize IW.

The next significant environmental factor is population. Currently the
global population is estimated at seven and a half billion.”** This is an expo-
nential growth from a population that only reached its first billion around
1800, and then exploded during the 20th century reaching 2 billion in 1927,
3 billion in 1960, 4 billion in 1974, 5 billion in 1987, and 6 billion in 1999.'*
This increased population leads to increased competition and cooperation
for the earth’s limited resources, and an ever-increasing portion of the global
population that has significant grievances based upon resource competition.

The post-Cold War era of globalization, in which the speed of travel, infor-
mation access, and real time communications have all increased, has resulted
in organizations, including businesses and criminal enterprises, becom-
ing truly multinational. Correspondingly, competition and cooperation for
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resources among these groups has become more acute.” The manner with
which the global connectivity of the information age has enabled the prog-
ress of the global population towards achieving greater freedom and self-
determination is a significant factor in encouraging IW. The proliferation
of available information pertaining to the ends, ways, and means of revolu-
tionary change and IW tactics means that “subjugated people everywhere
will continue to rise up against repressive governments—and the enemies
of those repressive governments will continue to aid those insurgents.”*’

The information age and the use of the internet has further exacerbated
the complexity of population interaction in this environment, giving particu-
lar benefit to non-state actors. IW organizations have become adept at using
technology, the internet, and the information age to spread their narrative.
They use these mediums for informational, operational, and intelligence
purposes, including recruitment, radicalization, secondary socialization, and
public affairs.”?® The information age has enabled the progress of the global
population toward achieving greater freedom and self-determination, while
also contributing to the rise and efficiency of violent organizations. These
environmental factors are not the linear cause of the rise of IW. Rather, they
are fundamental aspects of the contemporary environment, which as a result
are contributing factors to IW. These characteristics have created a structure
that is optimal for the emergence of collective behavior related to IW.

In sum, this section has sought to describe the subcritical core mass of
IW actors by describing relevant history and theory. The description of the
contemporary IW paradigm and environment structure is intended to set
the conditions for understanding how this core mass can reach criticality,
and how that reaction may create significant negative effects. The next sec-
tion will describe IW reflective lenses, the IW critical mass reaction, and
the effect of the reaction.
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Chapter 2. IW Critical Mass

The previous section described the development of a subcritical IW mass
and the environmental structure which surrounds the mass. This struc-
ture has facilitated the subcritical mass moving closer to criticality, however,
as with the Demon Core, in order to reach criticality, reflective lenses are
required to return escaping energy back into the core. Reflection pushes the
core toward criticality and a self-sustaining nuclear reaction. The energy of
the fissioning atoms, in turn, fissions other atoms. The process multiplies at
an exponential rate until the fuel is expended or the explosion expands to

such a degree that the core disintegrates.

IW Reflective Lenses
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Figure 2. IW Critical Mass. Created by author.

Just as nuclear reflective lenses are essential to pushing a subcritical
nuclear core to criticality, so are IW reflective lenses essential to pushing an
IW core into a critical state. IW reflective lenses, of course, are not actual
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physical objects, but instead are an abstract idea of the effects caused by IW
action which returns back to the core mass of IW actors, further driving
the actors to react with increased IW activity. As seen in figure 2, in this
model the IW reflective lenses are: promotion—furthering the progress of
IW; proliferation—increasing the number of IW actors; and promulgation—
making IW widely known, generating a plunging effect and pushing the field
forward through the mimicking of capacity and capability. The next section
will describe each reflective lens and the effect the lens has on the core. This
section will generally utilize the United States as an example to describe
the lens and the effect of the lens. However, the effect should be interpreted
to apply to all IW actors, state and non-state. As such, the reflective lenses
return the effect from all actors within the IW core back toward the core.
By describing these lenses, and showing how they are in use in the current
environment, this section demonstrates that the risk of the IW core reaching
criticality is increasing.

IW Reflective Lenses

The first IW reflective lens is promotion. Promotion is furthering the prog-
ress of a venture, championing it, supporting it, or actively encouraging it."*’
The promotion lens can be seen in the United States’ own substantial use of
IW—an action which is furthering the use of IW as a strategy. As detailed
above in the contemporary IW section, the United States commits a sub-
stantial amount of resources and emphasis to IW. However, even with that
commitment, there is a strong call from U.S. political, military, and academic
leaders for an increased special operations role in political warfare, as U.S.
adversaries, state and non-state, increase their own IW operations.” This is
turther justified as Russian political influence and hybrid warfare operations,
directed against the United States and its allies, continue to be revealed."*

Historically during national security crises, America has increased its risk
tolerance and decreased its constraints on IW. This was described above, in
the historical reviews of the American Revolution, World War II, and the
Vietnam War. This condition of decreased constraints leads to increased
IW. As actors such as the United States promote IW, other actors interpret
that the ends, ways, and means of IW are a relevant and necessary activity
they must also promote.
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The next reflective lens is proliferation. Proliferation is the increase in the
numbers of IW actors; this is the cultivation or propagation of more actors
with the capacity and capability to conduct IW.*** Proliferation is achieved
by different paths; states can internally grow their own forces, or they can
create proxy or surrogate forces externally. Returning to the metaphor, con-
sider that if every person is capable of violence, and therefore similar to a
molecule of Uranium 238, then each trained IW individual can be likened
to a more-dangerous enriched fissile Uranium 235 molecule. These enriched
actors are trained, equipped, motivated, and organized for violence, making
it more likely that an IW reaction will occur, given the availability of fuel.

The United States, for example, has recently developed new IW actors
both internally and externally. United States Special Operations Command
(USSOCOM) established Marine Corps Forces Special Operations Command
(MARSOC) in 2006. With a force of nearly 3,000, MARSOC personnel are
“complex problem solvers able to operate across the full spectrum of special
operations in small teams under ambiguous and austere environments.”** In
Afghanistan, the U.S. strategy for enhancing security and stability includes
“doubling the size and capabilities of the Afghan Special Security Forces
(ASSF).”1> ASSF are considered the most capable and effective forces in the
region.” These two specific examples are given to demonstrate growth from
a small selection of actors.

Seemingly every example of IW proliferation comes with a reasonable
and justified objective from the organization which sponsored the growth.
However, the action still has a reflective effect. Each and every example
of proliferation diffuses the capacity and capability to conduct IW to an
increasingly larger population base. The continued proliferation of IW by
state and non-state actors ensures that the capability will be sufficiently dif-
fused among the global population in such a way that it can no longer be
controlled by any single or combined grouping of geopolitical powers. The
global population will be so saturated by IW capability that an IW critical
mass can develop, and, once started, there is an increased likelihood that
geopolitical entropy will develop.

In an effort to illuminate the described IW power diffusion condition, it
is possible to contrast it against conventional warfare and nuclear warfare.
Nuclear weapons and the ability to conduct nuclear war are held by a rela-
tively small number of the geopolitical community. It is therefore possible
for this small community to escalate and de-escalate as they see fit. While
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these powers could undertake nuclear war, they can also de-escalate and
avoid the resultant “Mutually Assured Destruction” likely to result from
global nuclear warfare.””” In other words, the small number of actors can
agree to keep a critical mass from developing.

A similar condition exists in conventional warfare. The exorbitant mate-
riel costs of maintaining and employing conventional warfare capabilities
sufficient to achieve political objectives, as well as the negative costs which
would result from global conventional war, significantly limits the number
of geopolitical actors who have the capability or will to use such a strat-
egy. Again, a relatively small number of actors can escalate and de-escalate
according to their own requirements. Similar to nuclear war, a conventional
war critical mass is unlikely to develop because the cost is too high and only
a few have access to the means. In contrast, the cost of IW is relatively low
and the number of actors with access to IW is exponentially higher, as shown
in figure 3. The power to wage IW has been diffused to a rapidly growing
population which is increasingly in competition and aggrieved. The effect
created from the proliferation reflective lens is significant, as with every
proliferation action, reaction, and counteraction by any and all global IW
actors, the risk of the metaphorical IW chain reaction increases.

The third identified IW reflective lens is promulgation. Promulgation
is communicating, or making IW widely known."** Promulgation creates a
plunging’ effect, pushing the entire field of IW actors forward. The theory
of plunging states that, as an actor releases or utilizes a specific military
capability, it forces adversaries to mimic and develop their own like capa-
bility.”® All actors who wish to compete, therefore, will usually adopt new
technologies as quickly as they can. Never before has so much information
on U.S. IW activity been so widely available. From memoirs, to movies, leaks,
books, doctrine, and scholarly writing, the United States produces a signifi-
cant amount of information on the conduct of contemporary IW. This may
make the United States better able to carry out IW, but these communica-
tions also provide a great source of information that adversaries can use to
better their own IW. In line with the theory of plunging, it is also likely that,
as information on U.S. IW organizations becomes known, adversaries are
building IW-like organizations. The massive scope and scale of the current
U.S. special operations enterprise makes it difficult to contain or restrict this
information. Therefore, it is likely that U.S. adversaries, following the U.S.
model, will continue to develop highly-capable and technologically enabled
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Figure 3. Power Diffusion Effect. Created by author.

covert and clandestine special operations and IW organizations in order to
challenge the United States’ capacity and capability in this field.

The more the United States promulgates or reveals about its own SOF,
the more likely that its state and non-state adversaries will attempt to mimic
these entities. It would therefore seem that, following a classic conflict spiral,
the United States would then attempt to develop even more irregular and
secretive organizations."? As Richard Bissell, the former head of CIA covert
activities noted in his memoirs, “Most large operations cannot be truly
secret.”"! Focusing a large organizational effort toward covert and clandes-
tine warfare would seem to violate Bissell’s hard-earned understanding of
covert operations. In other words, any large scale IW activities by the United
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States—as are currently occurring—will also likely feed the IW chain reac-
tion and produce unintended consequences within the complex geopolitical
system.

It is important to note that mimicking or plunging by adversaries is not
inevitable upon the promulgated release of a capability. Adversaries may
choose to pursue other options or not develop like capacity and capability
for multiple reasons. However, this paper argues that promulgation is an IW
reflective lens. While not all adversaries will choose to develop IW capabili-
ties, there is significant potential that at least some will, and over the long
term there is a likelihood that promulgation leads to a plunging, adding to
the IW core mass.

An alternative perspective on plunging would be to look at the United
States’ potential incorporation of their adversaries’ IW ways and means.
When contrasting the current U.S. IW paradigm against its adversaries’ IW
paradigm, arguably the United States could increase its own effective IW
ways and means by incorporating its adversaries’ ways and means."** It is pos-
sible that in future conflict, the United States could approve of increasingly
unethical, immoral, and currently illegal activities, if it felt the ends justified
the means. The moral calculus of this possibility is dangerous. For any state,
the ability to maintain good standing within the international community
requires a state to follow commonly accepted norms of behavior that outline
legitimate and illegitimate forms of warfare. Following these norms increases
a state’s ability to have influence within the current global community."*? If
the United States were to erode this foundation of good standing, it would
likely be less effective in any geopolitical competition requiring allies."**

Increasingly unethical, immoral, or illegal covert action is not inevitable,
nor is it predetermined. In fact, covert action can be an effective element of
any political and military strategy."*> Effective covert action takes advantage
of adversary’s cognitive blind spots and does what is unexpected, making the
action irregular. Such covert action is not necessarily unethical. However, if
the United States adopts the IW paradigm of its adversaries, there is a risk
of covert action being taken which is dissonant with U.S. or international
community values.

The current American special operations paradigm includes significant
and justifiable constraints against IW ways and means. Constraints on U.S.
IW classified as covert action come in many forms and include legal, moral,
and social restrictions."*¢ In April of 2017, CIA Director Pompeo stated:
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We do not pursue covert action on a whim without approval or
accountability. There is a comprehensive process that starts with
the President and consists of many levels of legal and policy review
and reexamination. Let me assure you: When it comes to covert
action, there is oversight and accountability every step of the way."*

State adversaries are required to constrain their activities to some degree
because of international and domestic law, albeit to their own subjective
interpretation. However, non-state asymmetric adversaries of the United
States are not similarly constrained. For example, there are very few con-
straints in how IVEOs conduct IW.

Terrorist attacks against civilian targets, conducted globally, as well as
suicide operations and execution videos demonstrate that the moral and
ethical considerations of Western states do not bind the actions of non-
state IW actors. It would also seem that these stateless organizations are not
bound by domestic or international law. Therefore, it is logical that, as long
as the actions can reasonably be defended as legitimate to the members of
the non-state group—for example, within a group’s specific interpretation
of Islamist Sharia Law and ethical and moral teachings—then these groups
will justify, accept, and continue such actions.

If the United States were to incorporate the ways and means of its adver-
saries, this could lead to increasingly unethical, immoral, and illegal activi-
ties."*® The more morally dubious the IW activities, the more likely that
the United States’ moral and ethical standing would decrease. The already
extensive footprint and global operational activities of USSOCOM could
have a devastating impact on the international system if their predomi-
nant activities switch from more benign security force assistance to more
malign political influence activities."*” This study categorizes such malign
IW activities as reflectors, and ones that would be a significant catalyst to a
self-propagating IW chain reaction. Thus, the plunging advance of ethically
questionable IW activities could, if adopted by actors such as the United
States that are currently more constrained, lead to increasing violence.

In sum, the reflective lens metaphor model is designed to represent how
IW actors’ actions—promotion, proliferation, and promulgation—are reflect-
ing back upon the core mass of IW actors, and thus driving the whole toward
increased irregular war. Once the core mass of IW actors goes critical, then
the disruptive effect will be significantly detrimental to global society as a
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whole. The next section will discuss the overall effect of the IW critical mass
reaction and effect.

Effect of the IW Critical Mass Reaction

The final aspect of the Demon Core metaphor that needs to be addressed
is the radiant effect caused by the IW critical mass and chain reaction. The
ionizing effect of gamma radiation on biological cells can be delivered in
two different scenarios, acute and protracted. In each scenario the cellular
damage can be lethal, dependent on the dosage and the amount of time
of exposure. Cellular change from the radiation dramatically affects the
cells’ odds of survival. In lethal cases, the radiation creates such significant
damage that the overall physical stress on the system is so severe that the
whole system cannot cope and therefore collapses.”*

The radiation metaphor is used to represent the effect of exposure to
instability caused by an IW critical mass. The idea is that the cumulative
effect of exposure to both acute and protracted violence will erode norma-
tive international and national institutions, governments, rule of law, and
societies. The resultant effect will be that these norms will no longer effec-
tively function. It should be noted that the primary goal of revolutionary
violence is a change of the status quo."” Therefore, the resultant effect of the
individual IW conflicts needs to be evaluated with an eye toward the overall
global scope and scale, in order to see that the cumulative effect of a critical
mass of IW conflicts would be severe.

The proliferation of IW strategies means that conflict can be initiated by
any one of a number of groups, and therefore ending these conflicts is not
something that two states can simply agree to do, or implement and enforce
on their populations. Geopolitical actors now know that ending a conflict
is a decision that all actors involved must agree upon. If any actor disagrees
with the decision to end, then the conflict will continue into perpetuity, for
in the information age it is increasingly difficult to eradicate an idea, an
ideology, or a group that might recruit combatants to support their goals."
Conversely, it is increasingly possible for relatively small actors to produce
sufficient friction within the complex system of geopolitical interactivity that
can result in changes to the system. This friction now commonly manifests as
IW. The damaging effects of IW activity do not only pertain to international
conflicts. States, including the United States, are at internal risk from the
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effects as well. Internal risks can result from the blowback of unintended
consequences, from domestic actors turning against the state, or internal
IW activities externally directed by adversaries

Guerrilla warfare often produces savage violence from both sides.
Depending on the level of violence, change becomes inevitable, as return
to the previous status quo is unlikely."” The effect of the violence upon the
actors causes irrevocable changes to the dynamics of the area involved in the
violence. Whether the government or the revolution-
ary forces are the victors, the social wounds often run As in any conflict,

deep and grievances remain for long periods. As in ~ a reactionary
any conflict, a reactionary desire to return things to ~ desire to return
normal, as they were before the conflict, is an impos- things to normal,
sible goal. In essence, the conflict affects the funda- a5 they were be-
mental makeup of the structure and actors.”* fore the conflict,

Multiple IW conflicts, causing great friction in the 5 an impossible
international system, and fundamental changes to the goal.
status quo around the world, could lead to a critical
mass which produces a chain reaction of perpetual self-propagating IW
activity. It is then possible that the IW critical mass will produce so much
friction in the complex geopolitical system that the system can never sta-
bilize or achieve homeostasis. The system will never settle long enough for
significant structured progress to occur; this condition will result in global
entropy. The natural tendency of entropy will be fed by the IW critical mass
and the increased global population in resource competition, until eventually
the number of destabilizing actors will far exceed the stabilizing actors. This
will result in a permanent disruption and the irrevocable destabilization of
the global status quo.

While the scenario described in this section is bleak, indeed, it follows
the logic of critical mass and chain reaction. Promotion, proliferation, and
promulgation of IW activities may provide enough reflected energy back at
the core of actors that such an outcome becomes likely. This, however, is not
the only potential outcome the future holds.
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Chapter 3. Recommendations

Possibly the most important aspect of the IW Demon Core metaphor is
that there is no realistic way to know when or if the core has gone criti-
cal, because it is an abstract idea. If the IW core continues to be enriched,
reflected, and housed within an environment that proliferates IW activity,
then the core will continue toward criticality. This is where the metaphor
and reality diverge. The scientists of the Manhattan Project were conduct-
ing experiments to measure and understand when uranium cores would go
critical. In contemporary IW, there is no scientific method to measure or
know if the global cumulative population of IW actors will ever go critical,
is moving toward criticality, or is already critical. Therefore, the prescriptive
approach to deal with the problem must holistically deal with all outcomes,
including the worst-case scenario.

This study has shown that, over time, a large group of IW actors has devel-
oped globally. Sufficient IW actors, both state and non-state, now exist that,
metaphorically, an enriched core mass of IW actors has coalesced. This core
is housed in an operational structure, or environment, which contributes to
the core’s survival and success. Enabling environmental structural factors
pushed the core toward criticality. The reflective activity has raised the criti-
cality of the IW core, taking it from being a dangerous but relatively stable
mass of actors, to an uncontrollable mass that may become—or already is—a
self-propagating chain reaction of IW activity. This section offers recom-
mendations for a strategy to address such an IW critical mass. The strategy
has three active efforts designed to limit any ongoing or potential critical
reaction. Stakeholders must first remove reflective lenses to decrease core
criticality. Second, stakeholders must insert rods to control the reaction. And
third, shielding material must be built for protection from the IW effects.

Deconstructing the hospitable environment and structure which houses
the core is an unrealistic proposition. Decreasing global population, limiting
the global information network, or decreasing the challenges of resource
competition are unlikely solutions. It is not a stretch to say that there have
been and will always be large populations of humans with grievances, either
political, social, economic, or otherwise, which will seek change through
either violent or nonviolent means. Therefore, the first active effort to
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decrease core criticality is the removal of the IW reflective lenses: promo-
tion, proliferation, and promulgation. The removal of the reflective lenses is
equivalent to ceasing or decreasing actions that are actively increasing the
core’s criticality. The goal is to reduce the overall criticality of the mass and
stop growing the mass through increased enrichment.

Counter-promotion efforts may be easier said than done. Reducing state
and non-state actors’ reliance on IW as a key piece of strategy will be diffi-
cult. IW certainly is a trending contemporary strategy, however, it is also not
a panacea for global competition. IW is as unlikely to produce lasting stabil-
ity as nuclear or conventional-based strategies were. But just as states have
been able to move away from high intensity competition through nuclear
and conventional means, states may also be able to move away from irregular
competition. If stability is an objective of the majority of global actors, then
counter-IW promotion can be undertaken holistically, with strategies to
reduce conventional, nuclear, cyber, or other disruptive competition. Though
it is counterintuitive, could the idea of increasing the ability to compete
conventionally reduce the need to compete irregularly? Although, as with
any design solution, a new set of design challenges would be presented. The
idea of increasing conventional capabilities and conflict to reduce irregular
conflict raises numerous, serious problems of its own.

Counter proliferation is potentially a more realistic way to limit IW. IW
actors have the capability to stop enriching the core with more IW actors. The
global population would undoubtedly benefit from having fewer criminals,
pirates, rebels, guerrillas, and insurgents operating within it. And while some
of these groups will self-generate, it is possible to limit the self-generation
through good social, political, and economic policies. Limiting, reducing,
or eliminating state-sponsored production of proxy irregular forces with
systems such as international law or treaty, such as the Chemical Weapons
Convention, is a more feasible and realistic proposition. Currently through-
out the Middle East, Southeast Asia, South America, and Africa, countless
armed groups have been organized, trained, equipped and employed by
nations for national objectives. If governments decided to not use proxies, the
IW core would potentially slow its growth. This is, metaphorically, the stop-
ping of the enrichment of Uranium-238 into weapons grade Uranium-235.

If states actively conducted IW counter-proliferation, by both decreasing
IW actor enrichment and reducing their own IW activities, two significant
controllable reflectors would be removed. Lessons from conventional warfare
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and nuclear warfare counter-proliferation can educate this process, and show
a path forward to changing global norms on the use of IW. States can rec-
ognize that the danger of IW is great both domestically and internationally.
Sponsoring IW inside other states for asymmetric competition is increasingly
fraught with danger. IW invites retaliation from the target, and this risk of
escalation—and of a destructive cycle of violence—is clear. Should counter-
IW proliferation norms be accepted in the international community, the
effects of power diffusion, plunging, and mimicking will be reduced.

Decreasing the plunging effect created by extensive promulgation could
be achieved by reducing the availability or advertising of IW. Reducing
promulgation can be accomplished by either reducing the amount of IW
conducted, and/or by increasing the secrecy of IW activities. Reducing the
amount of IW operations would mean limiting IW only to circumstances
which truly require their use. In a similar vein, nuclear weapons are intended
as a weapon of last resort only to be used under the most critical of circum-
stances. IW should be considered in the same way, only to be used when
the ends justify the means. Additionally, an increase in the secrecy of overt,
covert, and clandestine IW would proportionally decrease the availability
of information on IW, and decrease the plunging effect that revealing such
activities has on adversaries.

Beyond simply removing the reflectors, the second effort to address the
IW critical mass is the insertion of control rods to help control the reac-
tion. When a nuclear reactor is put into service in a power generation plant,
one of the most common methods available to regulate the reaction is the
use of control rods. Control rods, made of neutron-absorbing material, are
either inserted or removed from the reactor to adjust the rate of the reaction.
Metaphorically, IW control rods can be equated to any active measure that
seeks to decrease the criticality of IW activity. These measures include smart
power approaches that make use of all the elements of national power—
diplomatic, informational, military, economic, financial, intelligence, and
law enforcement—rather than relying on IW to attain policy objectives."
Creating counter-IW rules of law, both internationally and domestically, that
are backed up by counter-IW actors at the local, national, and international
levels, can be sought by the global community. For example, the United
States must continue to stringently adhere to the existing IW constraints of
law, approval, and oversight. By staying within the existing constraints, and
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encouraging others to adopt similar constraints, the United States ensures
that IW is less likely to tread into illegal, unethical, or immoral areas.

On a global scale, states could create functional bilateral and multilateral
treaties or agreements to contain, control, and reduce IW actors and activity.
States can seek to regain control of the environment from rogue IW actors by
creating an inhospitable environment where a community of states are allied
against IW, much the same as when non-state piracy and state sanctioned
privateering was essentially defeated by the implementation of an effective
law of the sea backed up by willing and cooperative state naval power."
In that case, states understood that the ultimate economic benefit would
come from a relatively safe and open ocean system where commerce could
prosper; in the case of IW, global economics would also prosper with more
stable areas and fewer IW actors.

It is also imperative that police, paramilitary, military, and intelligence
forces across the globe act as IW neutron absorbers and not producers.
These forces must be turned from being reflective lenses which proliferate
the growth of IW into absorption material which seeks to eradicate IW.
The positive aspect to this approach is that in many cases and places, these
forces are already in position and trained to help support, advise, and assist
partnered foreign security elements. In addition to training stabilizing forces,
demobilization programs may also serve as absorbers. Demobilization of IW
actors is a key task in limiting the actors available to participate in an IW
conflict and reducing the criticality of the IW core mass.

The third effort required to deal with an IW critical mass is the building
of shielding material to protect from the dangerous effects of IW activ-
ity. Lead is a common element used by practitioners

Lead shielding can
be seen in most
situations where
radiation is expect-
ed at higher levels,
from the nuclear
power reactor to
the blanket used at
the dentist’s office
during an x-ray.
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to shield people from the harmful effects of nuclear
radiation. Lead shielding can be seen in most situ-
ations where radiation is expected at higher levels,
from the nuclear power reactor to the blanket used
at the dentist’s office during an x-ray. The interna-
tional community can begin to build shielding mate-
rial throughout societies to protect from the harmful
effects of IW activity. Shielding means that global
leaders in politics, economics, and elsewhere under-
stand the effects of IW activity and seek to protect
their own and others’” populations from the dangers.
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IW shielding can be created by states and international institutions both
domestically and internationally. Shielding populations from the effects of
IW begins with communicating and understanding what IW is and what
threats it presents to a population. This should make the population less
susceptible to participating in IW activities.

In sum, a prescriptive approach to holistically counteract the self-prop-
agating chain reaction of IW includes three recommendations. Global IW
actors must first remove IW reflective lenses; this equates to IW counter-
promotion, counter-proliferation, and counter-promulgation. Next, global
actors must insert IW-absorbing control rods. The building of counter IW
actors and structure will decrease the risk of an uncontrollable IW critical
mass. Finally, global actors must build protective shielding material to pro-
tect societies from the negative effects of IW. Protective shielding includes
building institutions and societies that are resistant to destabilizing effects.
This can be done by creating a mass understanding of the risks IW poses.
All three recommendations should be implemented simultaneously to limit
the risk of IW criticality and the effect of destabilizing influences.
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Conclusion

The IW Demon Core is a metaphor used to describe the danger associated
with the current uncontrolled and prolific use of IW as a tactic and strategy
of global actors. The core represents a large subcritical mass of global state
and non-state IW actors. The core mass of actors exists within an enabling
contemporary operating environment. Structural factors such as global-
ization, complexity, increased population, and the information age have
contributed to the formation of the mass. Furthermore, state nuclear and
conventional warfare hegemony has increased asymmetry and decreased the
ability of actors to compete conventionally. The result of this has been the
emergence of IW as a prominent strategy by global actors.

Like a uranium core being pushed toward criticality with neutron reflec-
tors, the IW core mass is also being pushed toward criticality by theoretical
reflective lenses. The reflective lenses of promotion, proliferation, and prom-
ulgation return the IW actor’s energy back to the core mass, driving other
actors to react with increased activity. The cumulative effect of the returning
energy is to push the entire IW core toward criticality and an uncontrolled
IW reaction. The result of the IW reaction is a negative effect, one which will
destabilize domestic and international systems, disrupt and destroy societies,
and lead to global entropy.

The theory of IW revolves around the concept of a power imbalance, or
asymmetry, between combatants. When such an asymmetry exists, then
disarming or destroying a more powerful enemy through direct confronta-
tion—annihilation/attrition—is not a viable strategy, and instead, erosion
is likely to be the selected strategy. The strategy of erosion through IW can
be seen in the historical campaigns of Washington’s Forage War, Napoleon’s
Peninsular War, the Arab Revolt, and during World War II. Erosion has
been further codified in the classic writings of Clausewitz, Marx, Mao, and
Lawrence. During the Cold War, the United States and the Union of Soviet
Socialist Republics (USSR)—deterred from active conventional conflict com-
petition—engaged in extensive IW. The post-Cold War and contemporary
environment have cemented IW as a prominent strategy of global state and
non-state actors.

A review of IW theory, history, and doctrine makes it clear that a sig-
nificant number of IW actors have existed over time and continue to exist
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and operate globally today. The structural factors, core mass, and reflective
lenses have diffused the power, capacity, and capability to conduct IW to a
sufficiently large portion of the global population in competition. The power
diffusion reduces the ability of any single or combined grouping of hege-
monic powers to de-escalate the reaction.

The danger is that this mass of actors will continue
to feed a self-propagating chain reaction of IW activ-
ity that is releasing increasingly dangerous levels of
destabilizing effect. The negative effect from violence,
and social and political instability, is less visible, more
difficult to discern, and slower to manifest, yet will
ultimately yield as devastating a result as the most
visible and destructive forces previously known. This
condition has the potential to irrevocably change the
global peace and security status quo.

The development of IW theory and practice seen
throughout history, as well as the IW doctrine of the

The structural
factors, core
mass, and reflec-
tive lenses have
diffused the
power, capacity,
and capability to
conduct IW to a
sufficiently large
portion of the
global population
in competition.

contemporary operational environment, demonstrates
that a core mass of IW actors not only exists but continues to be significantly
active. This global mass of IW actors exists and operates within an enabling
environment which is hospitable to their growth, existence, and strategy.
Each action taken by these actors has a disruptive effect. Their actions reflect
back to the core mass driving other IW actors to react or respond with their
own IW action. The cumulative effect is that the core mass is uncontrollably
driving itself toward growth and increasingly destabilizing IW eftects.

The theoretical IW reflective lenses provide an abstract cognitive descrip-
tion intended to help understand how IW energy returns back to the core
mass and drives reaction. The IW reflective lenses are: promotion—fur-
thering the progress of IW; proliferation—increasing the number of IW
actors; and promulgation—making IW widely known, generating a plunging
effect and pushing the field forward through the mimicking of capacity and
capability.

Three prescriptive approaches can be simultaneously taken to control
the chain reaction. First, the international community must remove reflec-
tive lenses in order to reduce the risk of the core going critical. Removing
the reflective lenses is equated with state and non-state IW counter-pro-
motion, counter-proliferation, and counter-promulgation. Reducing state
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and non-state actors’ reliance on IW as a key piece of strategy is counter-
promotion. Lessons from how to proceed with IW counter-proliferation,
reduction in growth, can be learned from the past experience of nuclear and
conventional war counter-proliferation activities, modified for IW. Such les-
sons would include smart power approaches through all the instruments of
national power including diplomacy, economics, and information.”” Coun-
ter-promulgation efforts would include reducing the availability or advertis-
ing of IW by reducing the amount of IW conducted, and/or by increasing
the secrecy of IW activities.

Second, the international community must act as if the IW mass has
already gone critical, and add control rods in an attempt to absorb current
IW activities and slow the process of encouraging these activities. Inserting
absorption rods to control the reaction can be likened to creating effective
international law, norms, and regulations that discourage IW, backed up by
international recourse and sanctions against violators. Functional bilateral
and multilateral interstate treaties against IW can also be created.

Finally, the international community must build shielding material to
protect against the harmful disruptive effect of IW. This is similar to using
a lead shield to protect against gamma radiation. Building shielding mate-
rial can be done domestically and internationally. It must be communi-
cated to all state actors that ultimately they are at a great risk of their own
IW activities against their adversaries boomeranging back and attacking
their own domestic government. States can also build internal inoculation
and resiliency against IW by increasing the population’s understanding of
IW and coalescing domestically around social and political norms. If these
steps—building protection from the harmful effects of a chain reaction
while simultaneously refraining from taking active and passive measures
to decrease the likelihood of an IW critical mass—are not taken, this paper
argues that the global community places itself in significant risk of a disrup-
tive effect that may drastically shift the international system toward a state
of conflict and entropy.

Despite understanding the danger, the Manhattan Project scientists con-
tinued to tickle the dragon’s tail or tease the core toward critical reaction.
In multiple incidents, their overconfidence led to mistakes which directly
resulted in their deaths. The risk from the negative effect of cumulative
global IW is as real as nuclear radiation. It is important that global actors
recognize that the danger from IW is potentially as high as the danger from
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conventional and nuclear warfare. The effects, initially less visible, more dif-
ficult to discern, and slower to manifest, will yield a significant amount of
net negative energy on the global community. If stability is an objective of
global actors, then IW de-escalation through counter-promotion, counter-
proliferation, and counter-promulgation must be holistically undertaken
along with strategies to reduce conventional, nuclear, cyber, and other dis-
ruptive competition. IW must not be casually used as a convenient outlet
for competition below the threshold of war, because the potential damage
of unlimited IW is significant and lastingf
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Acronyms

ASSF Afghan Special Security Forces

AUMF Authorized Use of Military Force

CIA Central Intelligence Agency

GRU Glavnoye Razvedyvatelnoye Upravleniye
military intelligence service of the Russian Federation

GWOT Global War on Terror

IRGC Islamic Revolutionary Guard Corps

IVEO Islamist Violent Extremist Organizations

1Y% irregular warfare

jp joint publication

KGB Komitet Gosudarstvennoy Bezopasnosti
Soviet Security and Intelligence Service

MACV-SOG  Military Assistance Command-Vietnam
Studies and Observations Group

MARSOC Marine Special Operations Command

0SS Office of Strategic Services

SOF Special Operations Forces

USASOC United States Army Special Operations Command

USSOCOM  United States Special Operations Command

USSR Union of Soviet Socialist Republics

uw unconventional warfare
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